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Warning: Expression "x.f on line 63 may cause null dereference 



-202 



-204 



Suggestion: Perhaps declare "x" as "non_null" 



Warning: Expression "x.f on line 112 may cause null dereference 



-206 



-208 



Suggestion: Perhaps declare "x" as "non_null" 
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Warning: Expression "x.g" on line 218 may cause null dereference 



Suggestion: Perhaps declare "x" as "non_nuH" 
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Suggestion: Perhaps declare "x" as "non_nuH" 
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Warning: Expression "x.f on line 63 may cause null dereference 
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Warning: Expression "x.f on line 112 may cause null dereference 



* Waming: Expression "x.g" on line 218 may cause null dereference 
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Analyze a computer program to generate warning 
messages that identify at least one potential error in 
the computer program 
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Infer from a subset of the warning messages at least 
one suggested-fix heuristic corresponding to the 
potential errors identified by the subset of the 
warning messages 
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Associate each suggested-fix heuristic with the 
warning message containing the corresponding 
identified potential error 
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Reorder the warning messages so as to group 
together sets of warning messages having 
substantially similar associated suggested-fix 
heuristics 
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Generate a result comprising a subset of the warning 
messages ordered in grouped sets 
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Super-group (or sub-group) together at least one superset 
(or subset) of a plurality (or at least one) of the grouped 
sets of warning messages, each superset (or subset) 
identifying potential errors with respect to a particular 
aspect of the computer program 



"Particular aspects" = one or more variables, objects, 
object references, locations in the computer 
program, or conditions 
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Errors affecting variable "a" 
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Suggestion: Perliaps declare "a" as "non_nuH" 



Warning: Expression "a[i]" on line 27 may cause null dereference 
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Warning: Expression "a[i]" on line 93 may cause null dereference 



Suggestion: Perhaps declare the invariant "i < a.length" 
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Warning: Expression "a[i]" on line 121 - array index possibly p^10 
too large 



Errors affecting variable "b" 
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Suggestion: Perhaps declare "b" as "non_nuH" 



Warning: Expression "b[n]" on line 17 may cause null dereference 
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Suggestion: Perhaps declare the invariant "n < b.length" 
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Warning: Expression "b[n]" on line 155 - array index possibly y-Q26 
too large 



Warning: Expression "b[n]" on line 173 - array index possibly 
too large 
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Analyze a computer script to generate comments 
about the computer script that correspond to a |^702 
particular portion of the computer script, and that 
identify a property of the corresponding portion 

Reorder the comments so as to group together sets 
of comments having substantially similar identified p-704 
properties 
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Generate a result comprising a subset of the ^706 
comments ordered in grouped sets 

FIG. 7 



Suggestion: Perhaps declare precondition for method "m" 
requiring "x != null" 



Suggestion: Perhaps declare "x" as "non_nuH" 
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Warning: Expression "x" on line 27 may cause null dereference 
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Suggestion: Perhaps declare precondition for method "m' 
requiring "x != null" 



* Warning: Expression "x" on line 27 may cause null dereference 
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Suggestion: Perhaps declare "x" as "non_nuH" 
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Warning: Expression "x" on line 27 may cause null dereference 
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Identify potential errors in a computer program 



Group together a set of the identified potential errors 
having substantially similar inferrred potential 
solutions 



Determine an actual error based on the substantially 
similar inferred potential solutions of the grouped set 
of identified potential errors 
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Infer at least one potential solution for each identified 
potential error 
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